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Role of CSIS in GoC Research Security Approach

• National security investigations – collect intelligence, conduct analysis, provide advice to GoC
• Intelligence assessments – conduct threat assessments to inform granting agencies funding 

decisions National Security Guidelines for Research Partnerships
• Liaison – Maintain local operational and tactical relationships, contact to report suspected threat 

activity
• Academic outreach & Stakeholder engagement – increase awareness of threat and mitigations, 

conduit to GoC partners and operational colleagues



Current Geopolitical Context

• What’s changed?
• Autocracy vs. democracy 
• Technology & science critical indicators of power and competitiveness
• Civil-military fusion programs
• New capabilities of threat actors – technological, operational, legal
• Certain adversaries using any and all means, from abroad and within Canada
• Adversary approach requires collective resilience and collaborative response
• War in Ukraine – Threats Against Taiwan – Global Instability
• New opportunities and challenges in Indo-Pacific



R&D and Innovation Critical to Canada’s Future

• Economic impact
• Contributions to global development and prosperity
• Technological and scientific advances
• Vehicle of soft power
• Attraction of talented students and workforce
• Opportunities for future generations
• Support for Canadian policies and commitments
• Retaining Canada’s place in the world
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Critical & Emerging Technologies Targeted
• Intelligence agencies are increasingly seeing adversaries use any 

and all means to acquire critical and emerging technologies for 
competitive advantage.

• As seen in this excerpt from a recent Privy Council Office National 
Intelligence Assessment, this includes may of the areas in which 
DTS members work. 

• Some of this research is also targeted and known as ‘sensitive 
technologies’ due to its possible application in military, intelligence 
and surveillance programs.

https://science.gc.ca/eic/site/063.nsf/eng/h_98256.html#annex-a


Ways & Means

• Illicit technology transfer
• Espionage – human and cyber
• Talent and scholarship programs
• Foreign investment
• Licensing
• Joint Ventures, partnerships, agreements, collaboration
• Recruitment – Witting and unwitting
• Non-traditional collectors
• Elicitation
• Coercion
• Travel
• Supply chain

Consider intent 
and character of 

activities. 

Activities of 
concern are 

covert, opaque, 
coercive



Focus: Insider Threat

‘An insider threat/risk is an individual who either wittingly or 
unwittingly misuses or exploits, or intends to exploit, their
legitimate access to the assets of a department of the 
Government of Canada, causing harm to Canada’s national 
interest through espionage, terrorism, unauthorized disclosure of 
information, or loss or degradation of a capability to deliver a 
service or a product.’

Resources:
Resilience to Insider Risk (publicsafety.gc.ca)
The Insider Risk Assessment Tool (publicsafety.gc.ca)
How to protect your organization from insider threats (ITSAP.10.003) -
Canadian Centre for Cyber Security
Insider Risk (odni.gov).gc.ca)

https://www.publicsafety.gc.ca/cnt/ntnl-scrt/crtcl-nfrstrctr/rslnc-nsdr-rsk-en.aspx
https://www.publicsafety.gc.ca/cnt/ntnl-scrt/crtcl-nfrstrctr/irat-oari-en.aspx
https://cyber.gc.ca/en/guidance/how-protect-your-organization-insider-threats-itsap10003-0
https://www.odni.gov/index.php/safeguarding-science/insider-risk
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/nhncng-crtcl-nfrstrctr/index-en.aspx


Focus: Travel

Risk factors / vulnerabilities:

Visa requests

Hotels & transportation

Communications

Conferences 

See: Far_From_Home_2020.PDF (canada.ca) and How can 

you protect your research during travel? (science.gc.ca)

https://www.canada.ca/content/dam/csis-scrs/documents/publications/Far_From_Home_2020.PDF
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/how-can-you-protect-your-research-during-travel




Threats to Research Security – Institutional Impact

• Financial
• Reputational
• Academic principles, ethics and integrity
• Legal
• Trust deficit
• Data, cyber and infrastructure integrity
• Privacy
• Policies, procedures, agreements
• Future prospects



Threats to Research Security – National Impact

• Economic prosperity
• Military/defence
• Human rights
• Foreign affairs & commitments
• Innovation future
• Trust in government
• Trust in science and academia more broadly
• Impact on democratic institutions
• Attracting immigration 
• Reputation and global influence



Mitigation Measures
• Risk-Based Plans 
• Capacity-building in due diligence 
• Codes, policies, processes, reporting; 

identify institutional ‘red lines’ (if any)
• Training, awareness, tools
• Security culture with layered lines of 

defence
• Oversight mechanisms
• Security screening/vetting
• Data management and research 

security plans

• Legal review of all agreements
• Diversify funding sources
• Access controls & segregation of most 

valuable assets
• Seek advice – Government, allied 

counterparts
• Use of OSINT tools – public and 

commercial
• Threats evolve – reassess mitigation 

routinely
• Leverage assets already in your 

institution (e.g. interdisciplinary 
expertise)
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Elements of a Successful Partnership

Whether in life or research, there are common attributes of a successful partnership. These 
include: 

• Trust
• Respect
• Reciprocity
• Openness
• Honesty
• Transparency

• Common interests, values, ethics
• Shared partnership objectives
• Good communication
• Framework for cooperation
• Dispute resolution mechanism
• Individual autonomy 
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Government of Canada response – Research Security Highlights

2016 – Creation of Safeguarding Science program

2018 – Establishment of GoC-Universities Working Group

June 2020 – Joint CSIS-CSE statement

March 2021 – Research Security Policy Statement 

July 2021 – National Security Guidelines for Research Partnerships and supporting resources 
(Safeguarding Your Research portal)

April 2022 - Budget 2022: funding for Research Security ($159.6 million, starting in 2022-23, and 
$33.4 million ongoing), intellectual property regime, Canada Excellence Research Chairs, creation of 
Canadian Innovation & Investment Agency

https://www.publicsafety.gc.ca/cnt/ntnl-scrt/cntr-trrrsm/cntr-prlfrtn/sfgrdng-scnc/index-en.aspx
https://science.gc.ca/site/science/en/safeguarding-your-research/general-information-research-security/about-government-canada-universities-working-group
https://www.canada.ca/en/security-intelligence-service/news/2020/05/joint-cse-and-csis-statement.html
https://www.canada.ca/en/innovation-science-economic-development/news/2021/03/research-security-policy-statement--spring-2021.html
https://www.canada.ca/en/innovation-science-economic-development/news/2021/07/government-of-canada-takes-action-to-protect-canadian-research-and-intellectual-property.html
https://science.gc.ca/site/science/en/safeguarding-your-research/general-information-research-security/about-government-canada-universities-working-group
https://budget.gc.ca/2022/report-rapport/toc-tdm-en.html
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Government of Canada response – Research Security Highlights 
(continued)

Fall 2022: Release of new OSINT due diligence guide and guidance on developing a research security plan –
updates to Safeguarding Your Research.  Investments in S&T and research security through Indo-Pacific 
Strategy.

December 2022: New guidance on research security funding available through the Research Support Fund

February 2023: Statement from Minister Champagne, Minister Duclos and Minister Mendicino on protecting 
Canada’s research - Canada.ca

Forthcoming:
 First meeting of Classified Information Exchange Roundtable (April 2023)
 Publication of revised Risk Assessment Form.  
 Publication of guide on risk mitigation strategies and progress report on implementation. 
 New AOSE publication: Research Security Quarterly.
 Expansion of National Security Guidelines for Research Partnerships to additional funding streams

Ongoing and complementary:  sanctions regime, export controls, visa vetting, Controlled Goods Program, 
Safeguarding Science program

https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/guidance-conducting-open-source-due-diligence
https://www.rsf-fsr.gc.ca/apply-demande/research_security-securite-recherche-eng.aspx
https://www.canada.ca/en/innovation-science-economic-development/news/2023/02/statement-from-minister-champagne-minister-duclos-and-minister-mendicino-on-protecting-canadas-research.html


Alberta as a Target • Strengths and expertise in artificial intelligence, big data, 
geomatics, and interactive digital media. 

• Emerging and growth sectors in Alberta like agri-tech, 
biotech/biomanufacturing, clean-tech, quantum, and fintech.

• Important research and development projects in bio-energy 
applications, carbon capture and storage, and electricity 
transmission and distribution infrastructure.

• Location of one of Canada’s three National A.I. Institutes
• Home to more than 2,800 tech companies, 4 leading universities, 

and many tech and innovation incubators. 
• Universities received approximately $295M in granting council 

funding in FY 2021-22.
• Public post-secondary institutions received approximate $5M in 

provincial government funding in 2021-22



Alberta Research Security Ecosytem
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• Alberta Advanced Education
• Alberta Provincial Security & 

Intelligence Office
• Public Safety Research Security 

Centre – Regional Advisor (Prairies)
• RCMP INSET Public Engagement 

Units
• CSIS Prairie Region
• CSIS Academic Outreach & 

Stakeholder Engagement

Post-Secondary Institutions



Insert snip of G&M visual from strider here.
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U of C’s China Partnerships



Resources - Canada
International Research Partnerships Framework | Saskatchewan International Education Strategy | Government of 
Saskatchewan

Academic Outreach and Stakeholder Engagement - Canada.ca
AOSE’s Need to Know bi-weekly newsletter
Far From Home – A Travel Security Guide - Canada.ca
China’s intelligence law and the country’s future intelligence competitions - Canada.ca
Safeguarding Your Research (science.gc.ca)

Safeguarding Science (publicsafety.gc.ca)

Critical Infrastructure (publicsafety.gc.ca)

Canadian Centre for Cyber Security
CyberSecure Canada
CANARIE + CanSSOC – Stronger Together

https://www.saskatchewan.ca/residents/education-and-learning/international-education-strategy/international-research-partnerships-framework
https://www.canada.ca/en/security-intelligence-service/corporate/publications/far-from-home.html
https://www.canada.ca/en/security-intelligence-service/corporate/publications/china-and-the-age-of-strategic-rivalry/chinas-intelligence-law-and-the-countrys-future-intelligence-competitions.html
https://www.publicsafety.gc.ca/cnt/ntnl-scrt/cntr-trrrsm/cntr-prlfrtn/sfgrdng-scnc/index-en.aspx
https://www.publicsafety.gc.ca/cnt/ntnl-scrt/crtcl-nfrstrctr/index-en.aspx
https://cyber.gc.ca/en
https://ised-isde.canada.ca/site/cybersecure-canada/en
https://canssoc.ca/


Additional Resources - Allies
• Commission publishes a toolkit to help mitigate foreign interference in research and innovation (europa.eu)
• Trusted Research Guidance for Academia | CPNI
• Research Collaboration Advice Team (RCAT) - GOV.UK (www.gov.uk) (see partner advice section)
• Guidelines to counter foreign interference in the Australian university sector - Department of Education, Australian 

Government
• Home – Chinese Defence Universities Tracker — ASPI
• Protection against Foreign Interference | Protective Security Requirements
• Think before you link | Protective Security Requirements
• UK-11805-version1-cfi_manual_for_the_czech_academic_sector.pdf (cuni.cz)
• Actions Taken by Universities to Address Science and Security Concerns | Association of American Universities (AAU)
• Managing Academic Collaborations with Chinese Institutions at US Universities – YouTube
• About Foreign Interference | grants.nih.gov
• DCSA-CI_AcademicSolicitation_2021.pdf
• The China Threat — FBI
• Combating Foreign Influence — FBI

https://research-and-innovation.ec.europa.eu/news/all-research-and-innovation-news/commission-publishes-toolkit-help-mitigate-foreign-interference-research-and-innovation-2022-01-18_en
https://www.cpni.gov.uk/trusted-research-academia
https://www.gov.uk/government/groups/research-collaboration-advice-team-rcat
https://www.education.gov.au/guidelines-counter-foreign-interference-australian-university-sector
https://unitracker.aspi.org.au/
https://protectivesecurity.govt.nz/campaigns/protection-against-foreign-interference/
https://protectivesecurity.govt.nz/campaigns/think-before-you-link/
https://cuni.cz/UK-11805-version1-cfi_manual_for_the_czech_academic_sector.pdf
https://www.aau.edu/key-issues/actions-taken-universities-address-science-and-security-concerns
https://www.youtube.com/watch?v=0YoNmMoYVBg
https://grants.nih.gov/policy/foreign-interference/about-foreign-interference
https://www.dcsa.mil/Portals/91/Documents/CI/DCSA-CI_AcademicSolicitation_2021.pdf
https://www.fbi.gov/investigate/counterintelligence/the-china-threat
https://www.fbi.gov/investigate/counterintelligence/foreign-influence


Additional Resources - Multinational
• 220812-g7-sigre-paper.pdf (bmbf.de)
• G7 Information Centre (utoronto.ca)
• Integrity and security in the global research ecosystem | en | OECD
• Research security portal | STIP Compass (oecd.org)
• Commission publishes a toolkit to help mitigate foreign interference in research and innovation (europa.eu)
• Emerging technologies and dual-use concerns: a horizon scan for global public health (who.int)

https://www.bmbf.de/SharedDocs/Downloads/de/2022/220812-g7-sigre-paper.pdf?__blob=publicationFile&v=2#:%7E:text=While%20these%20values%20and%20principles,accountability%2C%20honesty%2C%20and%20transparency.
http://www.g7.utoronto.ca/
https://www.oecd.org/publications/integrity-and-security-in-the-global-research-ecosystem-1c416f43-en.htm
https://stip.oecd.org/stip/research-security-portal
https://research-and-innovation.ec.europa.eu/news/all-research-and-innovation-news/commission-publishes-toolkit-help-mitigate-foreign-interference-research-and-innovation-2022-01-18_en
https://www.who.int/publications/i/item/9789240036161


Case Studies Resources
Case Studies - Scenarios (science.gc.ca) (Canada)

Case studies – Governance and risk frameworks - Department of Education, Australian Government

Trusted Research for Academia Guidance - Risk Case Studies – YouTube (UK)

About Foreign Interference | grants.nih.gov (US NIH)

Case Studies | TradeCompliance.io (Various, not limited to academia)

https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/case-studies-scenarios
https://www.education.gov.au/guidelines-counter-foreign-interference-australian-university-sector/case-studies/case-studies-governance-and-risk-frameworks
https://www.youtube.com/playlist?list=PLVnRbAyuOGuqkW4hE0nnhya-SOcmq7V8T
https://grants.nih.gov/policy/foreign-interference/about-foreign-interference
https://www.tradecompliance.io/node/60
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